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Abstract of the contribution: the paper proposes a way forward and interim agreements for flow classification and packet differentiation.
1	Discussion
Traditionally, QoS in 3GPP networks has been defined and enforced considering the QoS of IP flows, without differentiating different IP packets in a specific IP flow. 
A type of traffic that requires such differentiated traffic is video streaming, though other types of traffic may also have similar requirements. In particular:
· in certain video flows, some IP packets are more important than others. In particular, it is essential to guarantee delivery of certain packets, whereas other can be sacrificed, in order to maintain a fluid streaming experience. The difference between these packets is visible only above L4, whereas they have the same L3 and L4 characteristics, and therefore current QoS mechanisms cannot differentiate such packets. DPI solutions are required, and if DPI is performed only in CN, additional marking is needed between the CN and the AN to convey such differences for appropriate QoS enforcement in the RAN (e.g. to impact scheduling and priority handling).
· In other streaming mechanism, the UE retrieves packets from a server in blocks. Each block has a specific length and a specific delivery deadline, after which the packets are not useful anymore and the streaming experience is interrupted. The priority of packets in a block may change therefore during the lifetime of the IP flow, requiring a QoS mechanism that allows the QoS treatment of a data flow to be modified dynamically and possible temporarily without requiring a QoS renegotiation with the CN. In particular, if the deadline for a block of packets is approaching, it is desirable to ensure delivery of such packets with a priority higher than normal, if radio conditions allow it; on the contrary, if the deadline is far, normal packet delivery (e.g. scheduling in RAN) can take place. However, neither the CN nor the AN are aware of such deadline or urgency to deliver the packets. 
The growing rate of encrypted transport protocols for traffic carried over mobile networks is causing fundamental shifts in content over Mobile Networks. Carriers’ general network management solutions (load balancers, Network Address Translators, Hierarchical QoS), transparent Value-Add Services (VAS), such as content/URL filtering and video optimization, security services, such as Firewalls, Distributed Denial of Service (DDoS) and malware detection, and monetization opportunities, such as analytics and deep packet inspection (DPI), will become increasingly harder to manage.
A further complication for traffic differentiation is the trend of content providers to move towards streaming encrypted content (e.g. protected with HTTPS). When the content is protected (either with HTTPS or with other encryption mechanisms) between the UE and the server, the 3GPP network nodes have visibility only of L3 and L4 information about the packets in a flow, and therefore any sort of differentiated packet treatment is not possible. Moreover, The growing rate of encrypted transport protocols for traffic carried over mobile networks is causing fundamental shifts in content over mobile networks since it impacts mobile operators general network management solutions (including QoS) and analytics and deep packet inspection (DPI).
The following gaps or drawbacks have been identified with solutions that do not consider these aspects:
· It is not clear how any traffic differentiation, especially in congestion conditions, can be performed with encrypted traffic 
· They cannot handle QoS differentiation between different packets within the same IP flow unless DPI is performed. This includes DPI in the AN when AN congestion takes place, or the CN conveying to the AN some additional marking resulting from DPI in the CN. As an example, in solution 2.2 the Flow Priority Label (FPL) is defined to help the AN handle the traffic in a data flow in terms of pre-emptions or protection from pre-emption. Such parameter, for traffic differentiation above L4, is ineffective unless DPI is performed in the AN.
· Solutions that carry additional in-band information between an application server that sources the traffic to the NextGen core networks may suffer from issues related to the application server marking the traffic incorrectly (either accidentally or maliciously) to obtain a better traffic treatment in the NextGen system. 
2	Proposal
The proposal is to add the following agreement.
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Interim agreements for Key issue #2 QoS framework are as follows:
1	Support Reflective QoS over RAN under control of the network. The network decides on the QoS to apply on the DL traffic and the UE reflects the DL QoS to the associated UL traffic. When the UE receives a DL packet for which reflective QoS should be applied, the UE creates a new implicit QoS rule. The packet filter in the implicit QoS rule is derived from the header of the DL packet.
Editor's note:	It is FFS whether Reflective QoS indication is signalled via C-plane, or inband, or not signalled at all.
Editor's note:	It is FFS whether implicit rules (derived via Reflective QoS) have higher or lower precedence order compared to explicitly signalled QoS rules.
2.	U-plane marking for QoS is carried in encapsulation header on NG3 i.e. without any changes to the e2e packet header.
3a.	A default QoS rule shall and pre-authorised QoS rules may be provided at PDU Session establishment to UE. 
Editor's note:	The content of the QoS rule is FFS, including a possible change of the term to avoid confusion with PCC/QoS rules. It is FFS whether the QoS rule signalling to UE involves NAS or AS-level signalling.
Editor's note:	QoS related signalling to the UE for non-3GPP access is FFS.
3b. QoS rules can be (e.g. depending on access capabilities) provided at PDU Session establishment to the RAN using NG2 signalling.
4.	QoS Flow-specific QoS signalling via the C-plane is needed for GBR SDF.
5.	NG2 signalling related to QoS, outside of PDU Session establishment, corresponding to a pre-authorised QoS rule should be minimised for initiation, modification or termination of SDFs with no GBR requirements.
Editor's note:	This is target for SA2, but the feasibility needs to be confirmed by RAN.
Editor's note:	NG2 QoS related signalling for non-3GPP access is FFS.
6.	NG1 signalling related to QoS, outside of PDU Session establishment, corresponding to a pre-authorised QoS rule should be minimised for initiation, modification or termination of SDFs with no GBR requirements.
Editor's note:	NG1 QoS related signalling for non-3GPP access is FFS.
7.	For the purpose of subscription and service differentiation, enforcement of UL rate limit per Service Data Flow and per PDU Session shall be done in a CN_UP, being a trusted point of enforcement in the network, handling all traffic of the PDU session.
Editor's note:	It is FFS which type of flows the CN_UP applies “per SDF”, “per PDU session” rate limitation on.
8.  The AN shall enforce a rate limit in UL per UE. 
Editor's note:	It is FFS which type of flows the AN applies rate limitation on.
Editor's note:	How to handle UL rate limitation per UE when the UE has access over non-3GPP AN and when the UE has access over multiple ANs including 3GPP and non-3GPP ANs is FFS
Editor's note:	UL Rate limitation requirements for the UE is FFS.
9.	QoS Flow is the finest granularity for QoS treatment in the NG System.
10.1. In the downlink the (R)AN binds QoS Flows onto access-specific  resources based on the NG3 marking and the corresponding QoS characteristics provided via NG2 signalling. Packet filters are not used for binding of QoS Flows onto access-specific  resources in (R)AN.
10.2. UE binds uplink packets onto access-specific  resources based on information for binding uplink packets onto access-specific  resources provided explicitly by the access network and/or based on QoS rules (explicitly signaled or implicitly derived via reflective QoS).
Editor's note:	It is FFS whether UE is aware of the QoS level / QoS profile associated with a QoS flow.
11. Some User plane markings are scalar values that have standardized QoS characteristics. 
12. Some User plane markings are scalar values that point to dynamic QoS parameters signalled over NG2.
13. Dynamic QoS parameters may include the following:
a. Maximum Flow Bit Rate
b. Guaranteed Flow Bit Rate.
c. Priority level
d. Packet Delay Budget
e. Packet Error rate.
f. Admission control. 
Editor's note:	Whether a certain parameter in bullet 13) applies to both bullets (#11 and #12) or only one of them (either bullet #11 or bullet #12) is FFS.
Editor's note:	Whether Priority Level is used for more than scheduling purpose is FFS.
14.	A new packet marking is defined on NG6 as per solution 6.2.6 to convey in-band information information about data flow(s) such as application-layer characteristic that impact the data flow(s) QoS treatment, including information describing packet characteristics above layer 4 (e.g. for encrypted traffic) and to enable differentiated treatment of packets in the same data flow (e.g. packets that have different characteristics at application layer (e.g. at layer 5 and above) and that require different treatment). 
a.	The NG6 packet marking is negotiated between the NGC and an AF over NG5
b.	The NG6 packet marking may be negotiated between the NGC and an external Data Network over NGe interface if the establishment of a PDU session is authorized by an external Data Network
c.	The NG6 packet marking shall be verifiable by the NextGen core network (i.e. that it corresponds to the negotiated packet marking, and that the packet marking corresponds to the traffic to which it is associated)
c.	The NG6 packet marking is used in the User Plane Function interfacing with a Data Network and mapped to QoS rules configured in the User Plane Function at PDU session establishment (for pre-authorized QoS), or at QoS establishment for other QoS rules.
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